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Quantum supremacy using a programmable 
superconducting processor
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Ofer Naaman1, Matthew Neeley1, Charles Neill1, Murphy Yuezhen Niu1, Eric Ostby1,  
Andre Petukhov1, John C. Platt1, Chris Quintana1, Eleanor G. Rieffel3, Pedram Roushan1, 
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The promise of quantum computers is that certain computational tasks might be 
executed exponentially faster on a quantum processor than on a classical processor1. A 
fundamental challenge is to build a high-fidelity processor capable of running quantum 
algorithms in an exponentially large computational space. Here we report the use of a 
processor with programmable superconducting qubits2–7 to create quantum states on 
53 qubits, corresponding to a computational state-space of dimension 253 (about 1016). 
Measurements from repeated experiments sample the resulting probability 
distribution, which we verify using classical simulations. Our Sycamore processor takes 
about 200 seconds to sample one instance of a quantum circuit a million times—our 
benchmarks currently indicate that the equivalent task for a state-of-the-art classical 
supercomputer would take approximately 10,000 years. This dramatic increase in 
speed compared to all known classical algorithms is an experimental realization of 
quantum supremacy8–14 for this specific computational task, heralding a much-
anticipated computing paradigm.

In the early 1980s, Richard Feynman proposed that a quantum computer 
would be an effective tool with which to solve problems in physics 
and chemistry, given that it is exponentially costly to simulate large 
quantum systems with classical computers1. Realizing Feynman’s vision 
poses substantial experimental and theoretical challenges. First, can 
a quantum system be engineered to perform a computation in a large 
enough computational (Hilbert) space and with a low enough error 
rate to provide a quantum speedup? Second, can we formulate a prob-
lem that is hard for a classical computer but easy for a quantum com-
puter? By computing such a benchmark task on our superconducting 
qubit processor, we tackle both questions. Our experiment achieves 
quantum supremacy, a milestone on the path to full-scale quantum 
computing8–14.

In reaching this milestone, we show that quantum speedup is achiev-
able in a real-world system and is not precluded by any hidden physical 
laws. Quantum supremacy also heralds the era of noisy intermediate-
scale quantum (NISQ) technologies15. The benchmark task we demon-
strate has an immediate application in generating certifiable random 
numbers (S. Aaronson, manuscript in preparation); other initial uses 
for this new computational capability may include optimization16,17, 
machine learning18–21, materials science and chemistry22–24. However, 
realizing the full promise of quantum computing (using Shor’s algorithm 
for factoring, for example) still requires technical leaps to engineer 
fault-tolerant logical qubits25–29.

To achieve quantum supremacy, we made a number of techni-
cal advances which also pave the way towards error correction. We 
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THE HYPE ISN’T HELPFUL

• The tech news sites are abuzz with quantum 

• It may seem like quantum computing is just around the corner 

• And that it’s going to change the world (it is) 

• Some quick facts: 

• Practical quantum computers require 1,000s of so-called 
logical qubits (which consist of 10,000s of physical qubits) 

• Google’s quantum supremacy machine had 53 physical 
qubits — how supreme is that?

9
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Goal of this talk: 
Poke through the hype and tell you 

why you should care about 
quantum computing and what 

challenges we face when deploying 
quantum-resistant cryptography 
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Great theory, but  
no relevant impact  
on cryptography 
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SHOR’S ALGORITHM
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Peter Shor 
(image: dotquantum.io)

• Reduces effort of factoring 
integers and solving discrete 
logarithms to polynomial 
time 

• This is a big deal - a 
sufficiently powerful quantum 
computer could break all 
current public key crypto 

• E.g. break RSA 2048 in hours
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• Asymmetric crypto is used 
for many purposes: key 
negotiation and 
authentication for HTTPS, 
legally binding digital 
signatures, …, …, … 

• A sufficiently powerful 
quantum computer would 
cause major problems for all 
of the Internet
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• Asymmetric crypto is used 
for many purposes: key 
negotiation and 
authentication for HTTPS, 
legally binding digital 
signatures, …, …, … 

• A sufficiently powerful 
quantum computer would 
cause major problems for all 
of the Internet

In normal user terms,  
we go from this: 

to this: 

For all of the Internet
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Public Key 
System

Key Size Security Logical qubits Physical qubits Running time

RSA

1024 bits 80 bits 2,050 8.05 x 106 4 hours

2048 bits 112 bits 4,098 8.56 x 106 29 hours

4096 bits 128 bits 8,194 1.12 x 107 ~10 days

ECC

256 bits 128 bits 2,330 8.56 x 106 11 hours

384 bits 192 bits 3,484 9.05 x 106 38 hours

512 bits 256 bits 4,719 1.13 x 107 ~2 days

Source: Grumbling, E. and Horowitz, M. (eds.), "Quantum Computing: 
Progress and Prospects", National Academy of Sciences, 2019
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Figure 6  This figure illustrates the central information collected through our survey. The experts were asked to indicate 
their estimate for the likelihood of a quantum computer that is cryptographically relevant—in the specified sense of 
being able to break RSA-2048 in 24 hours—for various time frames, from a short term of 5 years all the way to 30 
years.Top: stacked barchart with explicit indication of the number of experts estimating a certain likelihood. Bottom: 
stacked area chart conveying the same information, but allowing one to better appreciate the shift in likelihood 
estimates moving from short-term to long-term timeframes. Please note the inclusion of a dummy 25y timeframe. 

source: https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/

https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
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TL;DR: 
Most quantum computing experts now 

think a cryptographically relevant 
quantum computer is an inevitability! 

https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
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TIME OF USE

• Whether we are safe depends on how 
long cryptographic data is used 

• Rule of thumb:  

• Short-term use: no need to worry 
and no need for immediate action 

• Long(er)-term use: need to start 
thinking about transitioning now

21Photo by Abdul A on Unsplash
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TIME OF USE EXAMPLES

• Short-term use: 
(Two-factor) authentication, short-lived digital signatures (e.g. 
website certificates), online authentication protocols such as 
OpenID connect, SAML, … (essentially anything where the result 
of the cryptographic operation loses relevance quickly) 

• Long-term use: 
Encrypted long-term archives, legally binding digital signatures, 
ephemeral key exchange, … (essentially anything where the result 
of the cryptographic operation should be safe for decades)

22
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POST QUANTUM CRYPTOGRAPHY

• Cryptographers are working on 
new public key algorithms that 
are “quantum safe” 

• That is: they remain secure, even 
after a sufficiently powerful 
quantum computer comes to be 

• Development states of algorithms 
range from ripe to green

23

post- /pəʊst/ a prefix, meaning 
“behind,” “after,” “later,” 
“subsequent to,” “posterior to,” 
occurring originally in loanwords 
from Latin (postscript), but now 
used freely in the formation of 
compound words (post-Elizabethan; 
postfix; postgraduate; postorbital).
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RADICALLY DIFFERENT

• For some algorithms, every key can 
only be used once 

• Some require much more CPU 
power or memory 

• Some algorithms have much larger 
keys (100s of KBs) or signatures 
(1,000s of bytes) 

• Has consequences for applications!

24
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NIST COMPETITION

• Competition to select secure 
quantum safe algorithms for 
different applications (encryption, 
key exchange, signatures) 

• End goal: standardise secure and 
suitable algorithms 

• Current status: first algorithms 
selected for standardisation

25
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WHEN, NOT IF

• It is now a matter of when, not if 
post quantum algorithms will be 
adopted 

• Once NIST standards exist, the US 
and other governments will start 
requiring their use in tenders 

• This will likely take years, and 
impact many Internet industries

26
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ROCKY ROAD
• There is a rocky road ahead 

• PQC has really only been tested in 
mainstream Web applications 

• Yet the Internet is much more than 
just the Web 

• The $1B question: how do we 
transition the entire Internet to 
PQC? 

• This is the main research question 
for our SHARQS project

27

Photo by John Salzarulo on Unsplash
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My esteemed academic colleagues 
working on post-quantum crypto think 
that now we have algorithms we are 

(almost) done… 

I think they are wrong 😁 
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IDP

IDP

IDP

SP

SP

SP

SP IDP

Sign assertion

Verify signature 
on assertion

Sign assertion
Verify signature 

on assertion

Some more missing details: 

• Hub-n-spoke —> more TLS connections 
• Where-Are-You-From (WAYF), even more 

TLS connections 
• Signing (and verifying) federation metadata 

All in all (in hub-n-spoke + WAYF): 
• 6 TLS connections 
• 2 signatures, 2 verifications
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• There is potentially even more complexity just  
in the web identity federation case
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• These are just examples for  
“mainstream computing”; what about HPC? IoT? ICS?
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• There is potentially even more complexity just  
in the web identity federation case 

• This is just one example,  
we have other federations 

• These are just examples for  
“mainstream computing”; what about HPC? IoT? ICS?

I have left out even more detail 😜 

I hope I convinced you were are only just 
starting the transition to post-quantum 

cryptography
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WHAT TO DO?…

• Powerful quantum computers 
are years, if not decades away 

• Treat any vendor claim that 
you need to act NOW, or hype-
panic with suspicion 

• Do take the PQC transition 
seriously, it is the biggest 
change to the Internet in 
decades

34
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COMMUNITY

• We have our work cut out for 
us the coming years 

• The NREN community can 
take up a pioneering role 

• Close ties with academia 
mean we can work together 

• Our research needs your help 
and your input (and data)!

35
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FACULTY OF ELECTRICAL ENGINEERING, MATHEMATICS AND COMPUTER SCIENCE

DESIGN AND ANALYSIS OF COMMUNICATION SYSTEMS

THANK YOU! QUESTIONS?


