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Motivation
● Also/better called: “Adversary Emulation”
● Marketing: Breach and Attack Simulation (BAS) goes beyond 

vulnerability assessments, penetration testing, and red teaming by 
offering automated and advanced breach simulation

● "… proactively predict attacks, validates security controls and 
improves SOC analyst response"

● Lots of phrases that don’t help if you don’t know about it already
● What does it do then? And how?

– How does it compare to Penetration Tests and Vulnerability Assessments?
– Or high-level (table-top) exercises (like CLAWS)?
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First

● To emulate an attacker, we have to know how an attacker 
behaves
– I. e. we have to observe real adversaries and their attacks on real 

networks

● Then, we need abstract the observations to a formal model
● Then, we can use this model to emulate adversaries on our 

network
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(Intrusion|Cyber) Kill Chain

7. Actions or Objections: The attacker meets his/her goal 
(e.g. stealing information, gaining elevated privileges or 
damaging the host completely)

Source: US 
Senate

Reconnaissance

Weaponisation

Delivery
Exploitation

Installation

Command 
& Control

Actions on 
Objective

1

2

3

4

5

6

7

1. Reconnaissance: Collecting 
information and learning about the internal 
structure of the host organization

2. Weaponization: How 
the attacker packages the 
threat for delivery

3. Delivery: The actual delivery 
of the threat (via email, web, 
USB, etc.)

4. Exploitation: Once the host is 
compromised, the attacker can take 
advantage and conduct further attacks

5. Installation: Installing 

the actual malware

6. Command & Control: 

Setting up controls so the 

attacker can have future 

access to the host’s 

network
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Pyramid of Pain

Hash Values

IP Addresses

Domain Names

Network/ 
Host Artifacts

Tools

Trivial

Easy

Annoying

Simple

Challenging

Tough!
● Threat Intelligence Concept

● Values low in the pyramid 
are easy to observe/counter

● But also easy to change for 
the adversary

● The higher up in the 
pyramid, the harder it is for 
adversaries to change

● Conversely, the effort 
needed to observe/deduce 
goes up also
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Mitre ATT&CK

● An effort to document common tactics, techniques and procedures 
(TTPs) used in APTs
– Adversarial Tactics and Techniques based on Common Knowledge

● A knowledge base of adversary behaviour based on observations of 
real incidents

● Broken down into
– Tactics: What an attacker tries to accomplish at a given phase (goals)

● See Kill Chain for comparison

– Techniques: Behaviour that is used to accomplish the attackers target

● Also: A common taxonomy (compare CVE, et. al.)
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ATT&CK Matrix (Enterprise)

MITRE ATT&CK®Enterprise Frameworkattack.mitre.org© 2021 MITRE   Matrix current as of June 2021Initial Access9 techniquesDefense Evasion39 techniquesExecution12 techniquesPersistence19 techniquesPrivilege Escalation13 techniquesCredential Access15 techniquesDiscovery27 techniquesLateral Movement9 techniquesCollection17 techniquesCommand and Control16 techniquesExfiltration9 techniquesImpact13 techniquesModify Authentication ProcessSystem Service DiscoveryScheduled Task/JobDirect Volume AccessRootkitObfuscated Files orInformationInput CaptureOS Credential DumpingApplication WindowDiscoverySystem NetworkCon�guration DiscoveryCommunication ThroughRemovable MediaSystem Owner/UserDiscoverySystem NetworkConnections DiscoveryEx�ltration OverWeb ServiceUse AlternateAuthentication MaterialPermission GroupsDiscoveryFile and DirectoryDiscoveryExploitation of RemoteServicesRemote Service SessionHijackingData from InformationRepositoriesPeripheral DeviceDiscoveryBrowser BookmarkDiscoveryVirtualization/SandboxEvasionBrute ForceTwo-Factor AuthenticationInterceptionIndicator Removal on HostExploitation for PrivilegeEscalationModify RegistryTrusted Developer UtilitiesProxy ExecutionTra�c SignalingPre-OS BootNetwork Share DiscoveryPassword Policy DiscoveryEx�ltration Over OtherNetwork MediumEx�ltration OverC2 ChannelEx�ltration OverPhysical MediumScheduled TransferData Transfer Size LimitsData from NetworkShared DriveNon-Application LayerProtocolData from CloudStorage ObjectMan-in-the-MiddleArchive Collected DataProtocol TunnelingEncrypted ChannelCompromise ClientSoftware BinaryImplant Container ImageRogue Domain ControllerSigned Script ProxyExecutionBITS JobsXSL Script ProcessingTemplate InjectionImpair DefensesHide ArtifactsMasqueradingPre-OS BootSubvert Trust ControlsIndirect CommandExecutionForced AuthenticationSteal or Forge KerberosTicketsMan-in-the-MiddleSteal Application AccessTokenFile and DirectoryPermissions Modi�cationVirtualization/SandboxEvasionUnused/UnsupportedCloud RegionsUse AlternateAuthentication MaterialDeobfuscate/Decode Filesor InformationSigned Binary ProxyExecutionExecution GuardrailsModify Cloud ComputeInfrastructureExploitation for DefenseEvasionValid AccountsNetwork Sni�ngWindows ManagementInstrumentationValid AccountsReplication ThroughRemovable MediaSoftware DeploymentToolsExploitation for ClientExecutionExploitation for CredentialAccessHijack Execution FlowProcess InjectionAccess Token ManipulationLateral Tool TransferTaint Shared ContentAbuse Elevation Control MechanismCredentials fromPassword StoresTransfer Data toCloud AccountEx�ltration OverAlternative ProtocolSteal Web Session CookieUnsecured CredentialsAccount ManipulationExternal Remote ServicesO�ce Application StartupSystem ServicesCommand and ScriptingInterpreterCreate AccountPhishingExternal Remote ServicesDrive-by CompromiseHas sub-techniquesBrowser ExtensionsTra�c SignalingNative APIBITS JobsNon-Standard PortInter-ProcessCommunicationServer SoftwareComponentBoot or Logon Initialization ScriptsCreate or Modify System ProcessEvent Triggered ExecutionTrusted RelationshipSupply Chain CompromiseHardware AdditionsBoot or Logon Autostart ExecutionClipboard DataAutomated CollectionAudio CaptureVideo CaptureMan in the BrowserEmail CollectionDynamic ResolutionMulti-Stage ChannelsIngress Tool TransferData EncodingTra�c SignalingAutomated Ex�ltrationRemote Access SoftwareWeb ServiceShared ModulesRemote ServicesSoftware DeploymentToolsData from Local SystemApplication Layer ProtocolFallback ChannelsData ObfuscationData from RemovableMediaReplication ThroughRemovable MediaInternal SpearphishingInput CaptureProxyData StagedScreen CaptureNetwork Denial of ServiceEndpoint Denial of ServiceSystem Shutdown/RebootAccount Access RemovalDisk WipeResource HijackingData ManipulationService StopData Encrypted for ImpactData DestructionInhibit System RecoveryDefacementFirmware CorruptionUser ExecutionExploit Public-FacingApplicationCloud Service DashboardSoftware DiscoveryQuery RegistryRemote System DiscoverySystem InformationDiscoveryAccount DiscoverySystem Time DiscoveryDomain Trust DiscoveryCloud Service DiscoveryNetwork Service ScanningProcess Discovery®Resource Development7 techniquesReconnaissance10 techniquesActive ScanningGather Victim Host InformationSearch Open Technical DatabasesSearch Open Websites/DomainsGather Victim Identity InformationGather Victim Org InformationPhishing for InformationSearch Closed SourcesSearch Victim-Owned WebsitesAcquire InfrastructureCompromise AccountsCompromise InfrastructureDevelop CapabilitiesEstablish AccountsObtain CapabilitiesStage CapabilitiesContainer Administration CommandDeploy ContainerModify Authentication ProcessDomain Policy Modi�cationEscape to HostBuild Image on HostDeploy ContainerModify System Image Network Boundary BridgingWeaken EncryptionForge Web CredentialsContainer and Resource Discovery Cloud Infrastructure DiscoverySystem Location DiscoveryData from Con�guration RepositoryGather Victim Network Information

Source: https://attack.mitre.org/docs/attack_matrix_poster_2021_june.pdf
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ATT&CK and the Kill Chain

● Data in the knowledge base is organized in a matrix
● Tactics: Column (header) 
● Corresponds roughly to a phase of the kill chain
● The objective the attacker tries to reach (the “why”)
● Rows of a column: List of typical techniques used (the “how”)
● There are different matrices covering different environments

– Enterprise systems, Mobile, Industrial Control Systems

● Techniques are covered in detail on separate web pages
– Including mitigations - against a technique
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Sample ATT&CK Technique

Source: https://attack.mitre.org/wiki/Technique/T1136

T1136: 

Create Account
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Sample Attack Technique in a Simulation Tool

Source: https://github.com/redcanaryco/atomic-red-team/tree/master/atomics/T1136.001

…
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Mitre ATT&CK Threat Actors

● Database stores also Information about Threat Actor Groups
– Like APT29, etc. - some (but not all) well known APT groups
– Open source information - don’t expect something new here

● Using this information allows to mimic the behaviour of this 
groups in adversary emulation
– ATT&CK is used by many, but not all, adversary emulation tools

● Caveat: Threat Actors change and adapt, information may thus 
may not always be accurate
– Outdated
– Not commonly known (yet)
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Mitre ATT&CK Threat Actors
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How Adversary Emulation Works
● It takes a formal model of adversary behaviour

– I. e. the tactics and groups from ATT&CK

● And carries out activities of that model
– I. e. the techniques

● On systems of your network
– Executing element: Agent

● An emulation consists of a series/group of activities 
– Aka Operation/Scenario/Campaign/Profile 
– Selected part of infrastructure = Application, system, network, etc.

● End result is a report/visualization (usually a web page)
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Agents
● Used to gather Information

– Vulnerabilities
– System information
– Sensible information (stuff that adversaries want to exfiltrate)

● And carrying out other activities
– May be run persistently or uninstall after the emulation
– Privilege level depends on deployment, i. e. root/admin or unprivileged 

user

● Combination with other tools
– Import of vulnerability data from other tools, like Nmap
– Post-exploitation tool together with pentest tools like Metasploit
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Adversary Emulation Demo
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Critique

● ATT&CK as a general model for adversary behaviour
– No all emulation tools use it, others may use their own model
– If you want/need a specific model, check with the vendor
– Better on the vulnerability side, CVE is almost universally accepted

● Import of vulnerability data from other tools limited
– Like OpenVAS, OWASP ZAP, …

● Security
– Agents are Remote Access Trojans!
– Deployment on production networks?

● Privacy protection (need we say more?)
– This is vital (esp. under GDPR)
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Adversary Emulation vs. 

● Penetration Tests
– Penetration tests are usually more limited in scope, i.e. finding 

vulnerabilities in one application or network
– Adversary (the penetration tester) is not bound to tactics or techniques
– Creativity is the distinguishing element

● High-level tabletop exercises (e. g. CLAWS)
– Focuses on the procedural/human level of incident response
– Blue/Purple team exercises can be carried out with (some) tools
– However, they focus more on the technical level
– Like: “Did the SOC notice a given technique/tactic?”
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Finally

● Scans, detection, emulation do not make a network more secure! 
● The real work is 

– Closing the vulnerabilities, and
– Changing operating procedures (i. e. human behaviour)

● Which is as hard as before
● Besides that …

– Campaign/Operation has to be planned carefully in advance
● That’s work too!

– Purchasing and maintaining a tool takes effort also
– Planning and execution needs in-house cooperation
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What have you learned? 

● Adversary Emulation can be an additional tool for
– Testing your detection mechanisms

– Raising awareness

● Takes careful planning
● Start small, expand later - you will never be 100% perfect

● Next module: Forensics for Admins
– How to aquire forensic evidence on compromised systems

● Coming soon on GÉANT WP8

What’s Next?
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Thank you

www.geant.org

Any questions?

Next Module: Forensics for Admins

Coming soon:)

© GÉANT Association on behalf of the GN4 Phase 2 project (GN4-2).
The research leading to these results has received funding from
the European Union’s Horizon 2020 research and innovation 
programme under Grant Agreement No. 731122 (GN4-2). 25     |
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References: 

● Mitre ATT&CK: https://attack.mitre.org/
● Meta Attack Language (MAL)  (used by foreseeti)  

– https://mal-lang.org  

– https://github.com/mal-lang

– https://docs.foreseeti.com/docs

● Pyramid of Pain: 
https://detect-respond.blogspot.com/2013/03/the-
pyramid-of-pain.html

● OVAL/SCAP, CVE, CVSS, CPE, ... 
https://oval.mitre.org/adoption/usecasesguide.html#vul
nerability
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Open Source Adversarial Emulation Tools 

● InfectionMonkey (Guardicore)
– https://www.guardicore.com/infectionmonkey/

– https://github.com/guardicore/monkey

● Metta adversarial simulation tool  (Uber)
– https://github.com/uber-common/metta

● CALDERA (Mitre)
– https://github.com/mitre/caldera

● AlphaSOC: FlightSIM tool for generating malicious network traffic  
– https://github.com/alphasoc/flightsim

● Red Canary: Atomic Red Team tests
– https://github.com/redcanaryco/atomic-red-team

● Endgame: Red Team Automation (RTA) Scripts
– https://github.com/endgameinc/RTA
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Commercial Adversarial Emulation Tools 

● SafeBreach
● foreseeti: SecuriCAD
● AttackIQ
● Scythe
● XM Cyber: HaXM
● Randori
● Picus Security: Picus
● Cymulate
● CyCognito
● FireEye: Mandiant SIEM, enthält ex Verodin
● FireMon: Risk Analyzer
● Qualys: VMDR (Vulnerability Management, Detection, and Response) platform
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Mitre STIX

Why should you care about it?What exactly were they doing?Who was doing it?Why were they doing it?What were they looking to exploit?Where was it seen?What should you do about it?What you are looking for?Email scannerOther sensorsFactsNetwork-basedHost-basedContextMalware triageIndicatorsIndicatorsFindingsFindingsSponsored by DHSStructured ThreatSignaturesORGANIZATION AORGANIZATION BA Framework for Cyber Threat IntelligenceA Cyber Threat Indicator Flowstix.mitre.orgtaxii.mitre.orgRelated Incidents(*)Related Threat Actors(*)Potential COA(*)Exploit Target(*)ObservedTTP(*)Attribution(*)Related TTP(*)Related Indicators(*)IndicatedTTP(*)HistoricalCampaigns(*)COATaken(*)COARequested(*)AssociatedActors(*)AssociatedCampaigns(*)Observables(*)LeveragedTTP(*)Related Indicator(*)Related Observables(*)RelatedTTP(*)RelatedIndicators(*)Sub-Observables(*)SuggestedCOA(*)RelatedIncidents(*)TMTM


